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The purpose of this letter is to instruct the State Disability Determination Services (DDSs) on approved language to be used in both new and renewal telerecording contracts. As background, the Office of Disability Determination (ODD) formed a workgroup based on heightened concerns over the privacy of health information. The workgroup looked at existing contracts and drafted the attached sample language to help mitigate any vulnerabilities that may exist. 

The purpose of the attached guidelines is to ensure the Agency’s personally identifiable information (PII) and confidential information is protected. They require holding contractors to strict security practices, ensuring translations are done in secure facilities, and ensuring that electronic transmission of information is protected using proper encryption methods. 

Please share the attached guidelines with appropriate personnel. Please notify your regional office if you have any concerns or issues with the sample contract language or enforcing the requirements. DDS telerecording contracts require review and approval by the regional office. 



/s/ 

Ruby Burrell

Associate Commissioner
for Disability Determinations
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cc:
Deputy Commissioner for Operations
All Regional Commissioners
All Regional Office Center for Disability Programs 
ARC-MOS
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I.  PREFACE: 
(A).  Background:  It is SSA’s policy to protect the confidentiality of the personal information the Agency collects and maintains about individuals, and to ensure that individuals’ privacy rights are not violated. Thus, SSA discloses personal information in its records about individuals only as authorized by applicable Federal statutes such as the Privacy Act (5 U.S.C. § 552a), Freedom of Information Act (5 U.S.C. § 552), Social Security Act (42 U.S.C. 1106(a)) and section 6103 of the Internal Revenue Code (26 U.S.C. § 6103), and SSA procedures. 

State DDSs and their contractors are subject to SSA confidentiality of information requirements while accessing information from SSA systems.  For example, when receiving electronic or paper records from SSA and/or the State Agency for the purpose of making disability determinations under Sections 221 and 1633 of the Act.  SSA security policy reinforces this responsibility, emphasizing two key principals: “Need to Know” and “Least Privilege.”  This means that DDS employees and their contractors should be authorized to only access those functions and information needed to perform their jobs; and the access provided should be restricted to the minimum necessary.  In addition, all confidential information obtained should be processed/handled in such a way that unauthorized persons cannot retrieve such records.  
Section 1106 of the Social Security Act (42 U.S.C. 1306) prescribes criminal penalties for violating SSA and Federal disclosure rules and regulations regarding tax returns and confidential information (CI) and/or personally identifiable information (PII) in SSA’s or a state DDS’s possession.  Contractors and their employees, as well as any subcontractors and their employees, may be subject to the same penalties in violation of these rules and regulations during contract performance.  It is the contractors’ responsibility to ensure communication of such regulations and violation penalties.  
Confidential information (CI) means information or data of a personal nature about an individual, such as name, home address, and social security number, or proprietary information or data submitted by or pertaining to an institution or organization, such as employee pay scales and indirect cost rates.   It includes personally identifiable information.  
Personally identifiable information (PII) means information that can be used, alone or in conjunction with any other information, to identify a specific individual.  In short, any information that can be used to search for or identify individuals, or can be used to access their files, is PII.  Examples of PII may include: name, Social Security Number, Social Security benefit data, date of birth, official State or government issued driver's license or identification number, alien registration number, government passport number, employer or taxpayer identification number, home address, and medical information.   

Per 20 CFR § 404.2122 – Confidentiality of Information and Records, “the State or alternate participant shall comply with the provisions for confidentiality of information, including the security of systems, and records requirements described in 20 CFR part 401 and pertinent written guidelines.” 

(B).  Confidentiality of Information – Contractor Responsibilities:   If the Contractor, in the performance of the contract, uses any information subject to the Privacy Act of 1974, 5 U.S.C. 552a, and/or section 1106 of the Social Security Act, 42 U.S.C. 1306, the Contractor must follow the rules and procedures governing proper use and disclosure set forth in the Privacy Act, section 1106 of the Social Security Act, and the Commissioner's regulations at 20 C.F.R. Part 401 with respect to that information.  Whenever the contractor is uncertain how to properly handle any material under the contract, or if the material in question is subject to the Privacy Act and/or section 1106 of the Social Security Act, the Contractor must contact the State Agency (DDS) and receive written permission prior to any use, release, disclosure, dissemination or publication of the material.  
The Contractor must not disclose any confidential information without the prior written consent of the individual, institution, or organization.  The Contractor must assure that its subcontractor(s) and their employees or any successor subcontractor(s) and their employees with access to SSA confidential information know the prescribed rules of conduct.  For knowingly disclosing SSA's confidential information any subcontractor(s) and their employees or successor subcontractor(s) and their employees may be subject to criminal penalties as described in section 1106 of the Social Security Act (42 U.S.C. 1306) and the Privacy Act (5 U.S.C. 552a).
The transmission of CI and/or PII via email is strictly prohibited unless it’s encrypted; and should only be transmitted when essential to the scope of work.  The contractor must make all reasonable efforts to safeguard CI and/or PII when transporting the information from a secure area (i.e., use of locked briefcases, laptops that are encrypted and/or password protected, etc.).

(C).  Personally Identifiable Information - Loss Reporting & Contractor Responsibilities:  Contractor employees are responsible for safeguarding PII and reporting loss per SSA POMS DI 39566.115 and DI 39566.187.  The contractor shall ensure that its employees working under this contract follow the subsequent procedures for reporting lost or possibly lost PII that was in their possession at the time:

  (1)  When a contractor employee becomes aware of the possible or suspected loss of PII, he/she shall provide immediate notification of the incident to the primary State Agency (DDS) manager/contract officer he/she works with in connection to the contract (for example, the DDS contract manager, or administrator).  Examples of incidences indicating possible or suspected loss of PII include missing equipment (including laptops, and removable storage devices such as USB flash or "thumb" drives, CDs, DVDs, etc.) and/or paper/electronic documents potentially containing PII.  

  (2)  If the primary State Agency (DDS) manager is not readily available, the contractor employee shall immediately notify, depending upon availability, one of two Government alternates designated by the primary DDS manager for reporting such incidents.  Prior to commencing work on the contract, each contractor employee shall know who the primary and alternate contacts are and how to contact them.   

  (3)  The contractor employee shall provide updates as they become available to the primary DDS manager or the alternate, as applicable, but shall not delay the initial report.  

  (4)  The contractor employee shall provide complete and accurate information about the details of the possible PII loss to assist the DDS manager/alternate.   
The contractor employee shall include the following information:

i. Contact information.

ii. A description of the loss or suspected loss (i.e., nature of loss, scope, number of files or records, type of equipment or media, etc.) including the approximate time and location.  

iii. What safeguards were used, where applicable (e.g., locked briefcase, personal information, password protected, encrypted, etc.).

iv. Which DDS/SSA/Contractor components/divisions have been involved or affected.  

v. Whether any external organizations (i.e., other agencies, law enforcement, press, etc.) have been contacted or contacted the contractor employee.

vi. Whether any other reports have been filed (i.e., Federal Protective Service, local police, and/or SSA reports).

vii. Any other pertinent information. 

  (5)  Once the contractor has notified the primary DDS manager or his/her alternate, that manager or alternate will assume responsibility for making the formal report in accordance with DDS/SSA procedures.  

  (6)  The contractor should make every effort to reach the DDS manager no later than the next business day.  The DDS will then take appropriate notification actions.  
  (7)  The contractor employee shall limit disclosure of the information and details about an incident only to those who need to know.  The PII reporting process will ensure that reporting requirements are met and that incident information is only shared as appropriate.  The contractor shall include the information herein in all resulting subcontracts whenever there is any indication that the subcontractor, engaged by the contractor, and their employees or successor subcontractor(s) and their employees will or might have access to Government-furnished PII.  The contractor shall assure that its subcontractor(s) and their employees or any successor subcontractor(s) and their employees with access to Government-furnished PII know the rules of conduct in protecting and reporting the loss or suspected loss of PII as prescribed in this clause.  

II.  CONTRACT SPECIFIC – Suggested Language for New/Renewal Telerecording Contracts:
(A).  Scope of Work:  Neither the contractor nor any of the Contractor’s employees involved in processing reports shall disclose any information that identifies the claimant, physician, or facility without documented permission of the DDS.  Such disclosures will subject the Contractor to the penalties of the Federal Privacy Act.  The Contractor must also certify compliance with the Health Insurance Portability and Accountability Act (HIPAA) of 1996.  Sensitive records ready for disposal must be destroyed by burning, pulping, shredding, macerating, or other suitable similar means that ensures the information in the record is definitively destroyed. Definitively destroying the records means the material cannot be reassembled and used in an inappropriate manner in violation of law and regulation. Sensitive records are records that are national security classified or exempted from disclosure by statute, including the Privacy Act, or regulation.  Electronic records must be definitively destroyed in a similar manner that prevents reconstruction as well.   

(B). Facility Security:  The contractor must perform all work in a secure facility (facilities) which ensures the confidentiality of all reports.  This requires all work pertaining to this contract to be performed in the Contractor’s facility under the direct supervision of the designated contractor at all times.  Social Security Administration’s regulations prohibit the subcontracting of the functions in this contract due to confidentiality of materials, information, and data… without prior written consent of the State Agency (DDS).  The Contractor must have a plan in place to safeguard confidentiality.  All work connected with this contract will be performed in a secure facility, one which can be monitored and/or “audited” by the contractor and/or the DDS.  No information obtained in connection with this contract will be transmitted electronically or by any other means, unless it is encrypted using the most secure systems “environment/software” available.  

(C).  Special Terms & Conditions:  No portion of the work shall be subcontracted without prior written consent of the purchasing agency.  In the event that the Contractor desires to subcontract some part of the work specified herein, the Contractor shall furnish the purchasing agency with the names, qualifications, and experience of their proposed subcontractors.  The Contractor, shall, however, remain fully liable and responsible for the work to be done by its subcontractor(s) and shall assure compliance with all requirements of this contract.  The subcontractor must adhere to the same facility requirements as the Contractor.  Additionally, any subcontracts formed must also contain the information specified herein.  
(D).  Loss Reporting – PII:  The contractor is responsible for safeguarding PII and immediately reporting any loss to the appropriate State Agency (DDS) official.  The contractor shall ensure that all employees report lost or possibly lost PII immediately.  The contractor should gather the following information to report the loss of PII:  Contact information, description of loss (including time and location), what safeguards were used, which components (divisions or areas) were involved, whether external organizations were contacted, and whether other reports have been filed (e.g., law enforcement).  
(E).  Confidential Information:  During the term of this contract and thereafter, the Contractor shall respect the confidentiality of confidential data, information, and other such matters disclosed and entrusted to him/her in the contract, or upon termination thereof, the Contractor shall return to the State agency (DDS), all such confidential matters in their possession belonging to the other party, and further, agrees not to use such information without the expressed written permission of the State agency (DDS).    
(F).  Enforcement & Recommendations:  The DDS maintains the right to conduct periodic onsite visits/reviews to ensure compliance with contract specifications and procedures.  Furthermore, the DDS recommends that the contractor have appropriate forms of suitability and systems monitoring safeguards in place.  Contractor positions should be designated at the proper risk/sensitivity levels commensurate with the public trust or national security responsibilities and attributes of the position as they relate to the efficiency of the service.  They should be ranked in accordance with the degree of potential adverse impact on the efficiency of service that an unsuitable person could cause.  Suitability refers to whether the conduct of an individual may reasonably be expected to interfere with or prevent effective performance in his/her position or prevents effective performance of the duties and responsibilities of the employing agency.  Contractors must ensure that employment of individuals in a sensitive or public trust position is appropriate.  Documentation of the rationale underlying risk designation decisions should be retained for potential audit purposes.


[image: image1]
Optional Template/Form for use in removal of DDS/SSA Sensitive Information 
Non-Disclosure Agreement for Removal of DDS/SSA Sensitive Information
The undersigned (1)________________ Official agrees to the following limitations on access to and use of (2) ___ provided from DDS/Social Security Administration records. Specifically it is agreed:
	1.
	This information contained in these documents (paper or electronic), can potentially assist unauthorized individuals to gain access to the Social Security Administration's computer systems, which contain records about individuals which are protected by the Privacy Act.

	2. 
	That the information provided by DDS/SSA will remain the property of DDS/SSA and will be held by the undersigned only so long as necessary for evaluation and shall be returned to DDS/SSA immediately thereafter.

	3. 
	That the information provided by DDS/SSA shall not be duplicated or disseminated in whole or in part, in any manner. 

	4.
	That the information provided in any format by DDS/SSA, is to be stored in a secure manner. For paper documents, this should be an immovable container (such as a four drawer safe) accessible only to the (1)_________ officials who have signed this statement. Further, it must be transported in a secured locked container. For electronic documents/data, this information should be stored with security/access controls that meet SSA security requirements. Refer to ISSH SSA Sensitive Systems Plans and Certification Program chapter for security level requirements. 

	5.
	That the undersigned understand that civil and/or criminal sanctions may cover any disclosure on his/her part.


	_______________________________
Signature of Official
	______________
Date 


(1) Name of company or government entity
(2) List of specific documents



Note:  Language from section I – background, confidential information and PII can also be used as sample language to help DDSs in the preparation of future/renewal contracts.  
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